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WHY IS IT IMPORTANT?

Secure Access Service Edge (SASE] describes the move to unified
network and security controls operating in the cloud. It's a shift
away from the traditional method of routing network traffic
through the data center and managing security at the perimeter
of an organisation’s network.

SASE differs by building on SD-WAN connectivity and concepts such
as Zero-Trust networking. This delivers a single platform offering
network security, web security and maobile user security alongside
many other security control functions that are network-centric

in nature. Driven by the growth of cloud adoption and increasing
mobility of today’s workforce, SASE is an answer to the problem
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of how to design, build and manage the network and security
demands of decentralised traffic without routing it through a
centralised data center.

With greater demand to access applications and data in the cloud
from outside the traditional perimeter, traditional methods of
routing network traffic have resulted in significant congestion and
latency in the data center, bringing about a poor user experience
and stifling instiutional agility. This has been highlighted by the
fast transition towards hybrid working catalysed by the ongoing
COVID-19 pandemic.
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The key concept behind SASE is to distribute
critical network and security functions from
the cloud, closer to where the user and
applications now are, connecting users via
nearby Points of Presence (PoP) instead of
routing them back to the centralised data
center. In doing so, a SASE model will alleviate
the burden of increasing data flowing through
the data center, enable a more flexible
network, speed up network response times
and allow companies to apply Principles of
Least Privilege such as Zero Trust.

Taking this approach combines and

unifies policy management which enables
companies to quickly and efficiently secure
traffic regardless of its origins or the location
of corporate resources, making it an attractive
option for many organisations.
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SASE BENEFITS

The promised benefits of a SASE platform are extensive and support the move to cloud-based enterprise security combining
network and security functions. Key benefits include:

The ability to easily scale networking and security
capabilities;

Optimal security for applications that can live anywhere;

Centralised, dynamic, role-based policies that streamline
operations;

The ahility to consolidate previously stand-alone
platforms;

SASE CAUTIONS

SASE is still evolving as a concept and is not yet a go-to design for managing enterprise secure access across users, cloud and
business requirements. As such there are several cautions worth highlighting:

The scale of the change from a traditional network
and security concept to a SASE model should not be
underestimated. This is particularly important where

organisations have entrenched network and security silos.

Every SASE concept requires an underlay network (last and
middle mile] which needs to be integrated or provided
separately from the SASE solution.

The speed of change to a SASE model will also need to be
considered, given that any adoption will require numerous
integrations and the deployment of a new overarching
platform.

Consideration also needs to be given to how security
operations will be tooled. Processes will need to ingest
new, and existing, data feeds from SASE solution
components to build intelligence into SIEM platform
correlation rules. This will ensure enterprise users will
continue to be protected as organisations move toward
the new target SASE model.

* The potential to simplify complex multivendor security

landscapes and achieve cost reduction via consolidation,
and the removal of excess security software and
infrastructure platforms;

SASE environments are mostly cloud native by design
which increases flexibility and reduces the operational
cost of supporting large scale infrastructure centric
security estates.

* Organisations will also need to invest in new skills to

manage and troubleshoot a SASE environment. They will
need to ensure that the SASE technologies they investin
have a suitable depth of troubleshooting capabilities.

Conventional thinking suggests that SASE will reduce
costs as it will remove expensive standalone security and
networking appliances (reducing licencing and support
costs]. However, in our view, as there is no overarching
platform today that can do everything, ROl will depend

on understanding the cost (both Capex and Opex] of
individual components, such as CASB for example.
Organisations will be required to expend time and effort to
undertake the required due diligence in order to integrate
individual components into the final architected solution.
As such, until this due diligence is undertaken, which
typically involves multiple stakeholders, it may not be
immediately clear where savings will occur or how soon
they can be realised.



Network and security elements within the SASE stack

Web Security
(SWG,RBI,CASB,DNS])

Infrastructure Security
(VPN,FW,IDPS)

Application based
path selection

Zero Touch
provisioning

Last mile access/
Internet access

Carrier functions

Additional Security
functions

Mobile User Security
(ZTNA)

Performance/Bandwidth
/WAN optimisation

Office and cloud
connectivity

Network-as-a-service
(LAN / WLAN)

CDN



SASE BUILDING BLOCKS

SASE solutions have several architectural options that reflect both different organisational requirements and the layers of protection
required. Itis our view that there are consistent, standard building blocks that should be incorporated into all SASE designs. These practical

capabilities provide a firm foundation from which to build.

PaaS/laaS

M365

SD-WAN SD-WAN

SASE high level Reference Architecture

Location and cloud connectivity/SD-WAN

The secure SD-WAN overlay provides the secure connections
between sites and cloud enterprise resources (laaS/Paas).
Typically, a SD-WAN solution is the most flexible and effective way
to meet these communication requirements and provides
essential VPN encryption and base level security functionalities.

Infrastructure security/Firewall (as-a-Service]

Infrastructure security functions like firewalls provide
communication control and are an important part of the
architecture. They are inherently flexible and can be deployed in
different ways. Deploying a Firewall as an edge service allows the
architecture to follow SASE guidelines by moving the inspection
engine to the sessions and not vice versa. This would be applicable
to locations where direct internet access is the main connectivity
pathway. Firewall-as a-service (FWaaS) brings this utility into the
cloud, making it easier to consume than traditional firewalls.
Instead of requiring hardware to get the benefits of a firewall,
FWaaS extends the range of firewall capabilities to, and within, the
cloud. This can be of significant value particularly to support mobile
users. A centralised policy management and control capability is an
important addition for both network security approaches.

User access to private resources/Zero Trust Network Access
User access to private resources requires secure connections
for both users and mobhile devices to on-premise and cloud
enterprise resources. Zero trust network access is where access
is authenticated once an identity has been validated, e.g. by an
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identity management solution, and has been assigned applicable
privileges based on role and context. Implementing this concept

of “Zero Trust”, where there is no implicit trust applied to resource
access, is a core component of SASE, and should provide continuous
control during a session.

Optimal cloud service access [SaaS)

Optimal access to trusted cloud resources, e.g. M365. With M365,
for example, the shortest, most direct route between the user

and closest Office 365 endpoint will offer the best performance.
However, it is also important to avoid security functions which
intercept and decrypt network traffic in transit, because they often
change, scrub, or block decrypted content. Applying these features
to M365 user traffic, for example, causes changes to Office 365
protocols and data streams [outside standard and documented
APIs). So an appropriate design which matches the needs of the
SaaS application and provides adequate security is essential.

Controlled Internet Access

Controlled access to Internet and public cloud resources via cloud
or hybrid web security requires features such as Secure Web
Gateways, Remote Browser Isolation and DNS security.

Additional security functions

Overlaying additional security capability such as CASB, WAF (Web
Application Firewall] and advanced malware protection provide
added layers of protection for users of laaS, Paa$S and Saas services.



OUR CONCLUSION
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